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About me and Gjensidige

* More than 17 years in internal audit
* Operational experience in IT

e Certified CIA, CISA, CRISC, CCSP, GIAC GSNA,
CCSK, Azure Fundamentals, APMG CISA og CRISC
trainer

- MBA

* Earlier president of ISACA Norway Chapter and board
member of CSA

* Gjensidige is the largest insurance company in Norway
with operations in Denmark, Sweden, Estonia, Latvia
and Lithuania.

9 persons in group audit
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Topics

Cybersecurity audit fundamentals

Cybersecurity auditing in your organization

Vendor and cloud security audits

Emerging trends and our practices in cybersecurity
auditing
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Cybersecurity audit fundamentals

» Cybersecurity, big topic and a top risk for a long time Total Score: 65
« Scoping can be difficult, go broad or go deep, where? E -
* What are the main risks for your company? Where is
0 10 20 30 40 50 60 70 80 90
the gold?
1 - Identifisere og kartlegge 2 - Beskytte og opprettholde
* So many standards and controls to choose from, but
do you have any regulatory requirements?
« EBA and EIOPA
* Most successful attacks were possible due to missing . — . —
or weaknesses in some common controls. . %
3 - Oppdage 4 - Handtere og gjenopprette

33 100 0 66 100
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Malware

Ransomware

Web Application Hacking

Insider Privilege and Misuse |

Targeted Intrusi

Implementing security solutions like
MFA or Zero Trust principles is simpler
with hyperscale cloud because these
capabilities are already built into the
platform. Additionally, doud-enabled
capabilities like XDR and MFA are
constantly updated with trillions of daily
signals, providing dynamic protection
that adjusts to the current

threat landscape.

Fundamentals
of cyber hygiene

99%

Basic security hygiene
still protects against
99% of attacks.

How effective is MFA at deterring
cyberattacks? A recent study based on

real-world attack data from Microsoft
Entra found that MFA redu he risk
of compromise by 99.2 percent!

Enable mult

Keep up
to date

Protect

data

e« Outlier attacks on the bell curve makeupjust1% —

Inventory and
Control of
Enterprise Assets

61 2/5 62 4/5 163 5/5

Secure Configuration
of Enterprise Assets

and Software

161 7/12 {62 11/12 (63 12/12

Continuous
Vulnerability
Management

61 4/7 W82 7/7 83 7/7

Malware
Defenses

61 3/7 W&z 7/7 63 7/7

Network
Monitoring
and Defense

161 0/11 {62 6/11 163 11/11

Applications
Software Security

61 0/14 W62(11/14 (63 14/14

Inventory and
Control of
Software Assets

161 3/7 W82 6/7 &3 7/7

Account
Management

161, 4/6 (62 6/6 163 6/6

Audit Log
Management

161 3/12 (62 11/12 (163 12/12

Data
Recovery

161, 4/5 (62 5/5 63 5/5

Security Awareness
and Skills Training

161 8/9 W82 9/9 &3 9/9

Incident Response
Management

161 3/9 (&2 8/9 (63 9/9

Data
Protection

I6L 6/14 W62(12/14 (163 14/14

Access Control
Management

6L 5/8 W62 7/8 (163

Email and
Web Browser
Protections

6L 2/7 W62 6/7 (163

Network
Infrastructure
Management

6L 1/8 462 7/8 (163

Service Provider
Management

68 1/7 W62 4/7 (163

Penetration
Testing

6L 0/5 W62 3/5 (63
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Competence and tools

« Even if you don't have IT knowledge you can do a lot
of good asking some key questions

» But for testing you need the right competence and
tools

Maybe you have IT auditors

Could you use someone from the organization
Consultants

Pooled audits

e Some tools

https://www.shodan.io/

https://dmarcian.com/domain-checker/

ChatGPT 40

PowerShell

Microsoft Defender for Cloud
etc
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https://www.shodan.io/
https://dmarcian.com/domain-checker/

Auditing cyber in your
organization

It all starts in your company

What is the second line doing?
What has the external auditor done?
Any penetration tests or incidents?

What reports do the board of directors and the group
management get?

What governing documents are relevant for cyber?
Risk appetite?

Who is responsible for what?
Who would attack you, where and how?
What are the most important assets of the company?

How much of IT is done inhouse and how much is
outsourced?
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Vendor/cloud audits

 Supply chain/third party risks are high on the agenda
* Regulatory requirements increasing
« Several known attacks came via a third party

» For several companies the amount of third parties
have increased

« Auditrights in the contract, use the rights

» Audit statements like SOC reports, use them and
understand their scope. Also certifications.

* What is the second line doing or IT security?

* What meeting places are there and what reporting is
in place?

» Consider pooled audits
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Emerging trends and our
experiences

The quick rise of Al

* Increasing complexity, vendors/cloud

Audit areas

Cloud audit

Core system project audits

Security in the development process DevSecOps
Basic security controls

Securing critical assets

SaaS vendor

Traditional basic operations vendor

Detect and respond audit

Disaster recovery audit
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of breachesinvolved a
non-malicious human
element, like a person
falling victim to a social
engineering attack or

\ of breaches involved the
exploitation of
% vulnerabilities as aninitial %
1 4 access step, almost triple 68
the amount from last
year'sreport making an error

Verizon

\ of breachesinvolved a

of financially motivated . ;
third party or supplier,

incidents involved

h ft |
6 2% ransomware or extortion, 1 5% z::inzs::stivr\:grs;?::ry
with amedian loss of '
infrastructures or data
$46,000 per breach tetodiane
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DNB Bank - Digital threats

The threats and incidents -
some resources l like

Verizon Data breach investigations report

Microsoft Digital defense report

2023 Annual Report | Recorded Future

65 trillion

signals synthesized

That is over 750 million signals

per second, synthesized using
sophisticated data analytics an Al
algorithms to understand and protect
against digital threats and criminal
cyberactivity.

300+

threat actors
tracked

ding 160 nation-state s
vare groups, and hundreds
of others,

Microsoft

10,000+

security and threat
intelligence experts

10,000+ engineers, researchers,
data scientists, cybersecurity experts,
threat hunters, geopolitical analysts,
investigators, and frontiine responders
across the globe.

100,000+

domains removed

4,000

attacks blocked
per second

4,000 identity authentication
threats blocked per second.

15,000+

partners

15,000 + partners with specialized
solutions in our security ecosystem,
who increase cyber resilience for
our customers.

135 million

managed devices

3 ion managed
security and threat fan



https://www.dnb.no/portalfront/nedlast/en/about-us/Digital_threats.pdf
https://www.verizon.com/business/resources/reports/dbir/
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://www.recordedfuture.com/2023-annual-report
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Common problems

* Language problems between IT and business

« Ownership of risks (Process, data, systems)

* Missing quantification of risks and business impact analysis
* Overview of assets and prioritization, shadow IT and shadow Al
* Legacy vs Cloud

* Understanding of perimeter

* Understanding of dependencies and core processes

+ Single point of failure

* Backups

 Business continuity/disaster recovery

* Building security culture

« Control of privileged access

* Hardening

* Patching to limited

* Locking screens
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